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AGENDA
______________________

� It All Starts with 911

� Critical Incident – Transition to EOC
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� Disaster Mode 

� Data Visualization & COP

And we’re going to cover this in 30 
minutes!



Palo Alto Police Department’s PSAP
• Serves City of Palo Alto & Stanford University
• Daytime population can exceed 250,000 people
• Public Safety Answering Point (PSAP): Average 

Daily 911 Calls: ~170 Police; ~20 Fire (almost all 
EMS medical) [does not include self-initiated officer activity or 
alarms; just calls from the public]

• Radio Dispatch: PAPD, PAFD, Stanford DPS 
(Police), Public Works, Utilities, Animal Services & 
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(Police), Public Works, Utilities, Animal Services & 
others

Virtual Consolidation:
Regional sharing of 
PSAP (and EOC) among 
Palo Alto, Mountain View 
& Los Altos.  City of 
Sunnyvale for EOC.

Moving to common 
Computer Aided 
Dispatch (CAD) system.
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Emergency Communications

• Many-to-one paradigm: 
people dial “911”

• System Overload 
(device contention)

Critical Incident Starts …

(device contention)
• Human Overload (only 
so many dispatchers)

At the same time, Incident 
Command established; 
possible EOC activation.



Key Data Needs & Capabilities: Day-to-Day 5

• Threat and Hazard Identification and Risk 
Assessment (THIRA): Hazard Vulnerability Assessment 
(HVA); Critical Infrastructure/Key Resources (CI/KR) study/inventory; 
Local Hazard Mitigation Plan (LHMP)

• Resources: Tracking units (AVL); Mutual Aid available

• Situational Awareness: Intelligence; Special Events, 
Dignitary Visits, etc. 

• Emergency Public Information: alert, warning, PIO, 
AlertSCC.com



Communications Paradox6

If phone systems working, not enough 911 
operators to handle …

Digital Incident Reporting : social media (crowd-sourcing) ... Next-Gen 911 is a 
side issue to incident reporting during a catastrophic event – human factors still a 
constraint.
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Comm-Impaired Scenario

• Don’t need the “big one” to 

impair comm.

• Reliance of public safety first • Reliance of public safety first 

responders on cell phones and  

internet – not enough voice 

channels

• Voice channels not efficient

• Need data network resilience, 

but also data management



• To comply with NIMS, our area is mindful of the National 
Planning Scenarios* (all hazards):

All Hazards 

Threat Matrix
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Key Point:
• Natural Disasters
• Infrastructure Failure
• Riots, Civil Unrest, Terrorism
• Pandemic
• Chemical, Biological, Radiological, Nuclear (CBRN)

Even the rumor of some of these events will quickly overwhelm 
traditional communications networks and systems.

Key Point:

The transition from 
911 PSAP to EOC 

Activation must be 
smooth.

* http://www.fema.gov/pdf/media/factsheets/2009/npd_natl_plan_scenario.pdf



Disaster within the Disaster
______________________

“Disaster within the disaster” 
= cascading events.  A large 
quake could cause:
• Lack of water
• Civil disorder, looting
• Absence of comms & power (no 
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• Absence of comms & power (no 
phone, internet, electricity)

• Fires; environmental damage
• Roads blocked; power poles & 
bridges/overpasses down

• Damage to critical infrastructure (PD 
and City Hall …)

Technology is a must-have, not 
a nice-to-have!
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• Palo Alto has over 30,000 parcels and other items of 
Critical Infrastructure/Key Resources (CI/KR).

• Resources and events tracked and displayed in 
Geographic Information System (GIS) linked to (CAD).*

• But: EOC may lack full Situational Awareness .
• As quickly as possible, we need Sit/Stat data (from 
trusted sources) regarding:

Windshield Surveys, Size Up & What’s Really Happeni ng

trusted sources) regarding:

• Initial Damage
• Transportation/Roads
• Significant Incidents (Immediate Threat to Life)

• Utilities; Telecoms
• Resources

Emergency Services Volunteers (ESVs) = Eyes & Ears
*This means that the EOC is an extension of the Dispatch Center.  Challenge is 1) scalability and 2) sharing with other entities.



Emergency Services Volunteers
� Neighborhood Preparedness 

Coordinators (NPC): Neighborhood 
Command Post; Point of Contact with 
the City’s ICS

� Block Preparedness Coordinators 
(BPC): Damage Assessment; Security 
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(BPC): Damage Assessment; Security 
(Neighborhood Watch)

� CERT: Light search & rescue; medical 
triage; small fire suppression; Damage 
Assessment



12Damage Assessment Form

 

DAMAGE ASSESSMENT 
Confidential Information  – NOT to be Released  

 

DATE:  PERSON REPORTING: 

TIME RECEIVED: PERSON RECEIVING: 

PAGE #:  
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Message Precedence: 

 Emergency 

 Priority 

 Welfare 

 Routine 

        L M H # # # # #   / X  

TIME ADDRESS / LOCATION FIRES HAZARDS STRUCTURES PEOPLE ** ROADS IC COMMENTS 

                    

                    

                    

                    

                    

                    

                    

                    

                    

 TOTAL                   

 
FOR USE BY EVERYONE PANDA form July 26, 2007 
 
Summary of all hazards in area: Fill out this sheet on your way to the Command Post and give it to Incident Command. 
 * for structure damage: L=light damage, M=moderate damage, H=heavy damage 
 ** for people: number of people trapped or injured; minor (green ), delayed (yellow ), immediate (red ), dead (black ) 
Incident Command (IC): Choose an incident; put a slash (/) in the assignment completed column, copy the address/location to the incident name section on the 

Incident Briefing sheet, and give Incident Briefing and Assignment Status to incident team leader.  Copy the address/location to the Post-Incident Status 
sheet and enter the start time. 

When an Assignment  is Completed : Put a backslash (\) in the assignment completed column (X) and the incident end time on the Post-Incident Status sheet.  

Form relayed 
via radio



Traditional Methods 13
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16The Big Picture – too long to “develop”

• Voice radio is inadequate to share info
• Need to have two-way, as-real-time-as-possible shared 

map … Common Operating Picture
• Share different layers, depending on the type of partner 

entity, including sharing certain info with the public (PIO).



Stanford Ind. Park [SIP Radio]ESVs [MURS, Ham, CDN] Sand Hill Corridor/Medical [SHC Radio]

“Full” EOC Liaison & Comms Chart

CERTNPCs

Palo Alto City (M)EOC Stanford Univ. EOC

SUMC: Stanford Hosp.

PAUSD

PARC
PAMFSSC

Red 
Cross

SOM VA

National 
Guard

HP Varian Tesla

Santa Clara Co. EOC

PAPD Communications provides 911 PSAP and dispatch for Palo Alto & Stanford:

Senior Centers (Channing House, Lytton Gardens, etc.) part of BPC Program.  Certain businesses, faith based entities, private schools are also part of BPC.

PIO, JIC

San Mateo Co. EOC NCRICFuture: NORTAC:
MTV, LA, SNY, MOF

PAPD Communications provides 911 PSAP and dispatch for Palo Alto & Stanford:

PAPD Stanford 
DPS

PAFD 
(also Stanford)

Public 
Works

CPAU 
Utilities

Animal 
Svcs.

City EOC OPS Field Teams & Department Operations Centers (DOCs):

PAPD PAFD 
(also Stanford)

Public 
Works

CPAU 
Utilities

Animal 
Svcs.

City 
Facilities

CSD 
Rangers

CSD 
Rangers

CSD 
Shelter

Human 
Svcs., 

Cubberley

LG

PLNG

Private 
Sector; 

Recovery
Streets / 
Debris

Drains, 
Sewer

Fire 
Suppression

Fire 
Suppression

EMS; PODs

HazMat

Water

Elect.

Gas

Bldg. 
Inspectors

Law 
Enforcement

Comm
Center

Terrorism, 
Intelligence

Environmental 
Protection

Multi-
Agency: 

Los Altos, 
etc., run by 

PAPD

TransportationFuture: Palo Alto Airport
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C4ISR 19

• We need Command, Control, Communications, Computers, 
Intelligence, Surveillance & Reconnaissance

• We don’t have the Federal budget
• So, we are solving it the Silicon Valley Way
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Technology Solution to Information Overload



• Allow ESVs to transmit DA info to EOC
• Facilitate COP among EOCs, field 

responders, ICPs … later, other 
jurisdictions

• Automate process for event reporting 
(much like “trouble ticket” in customer 
service s/w)

• Event recording, tracking, routing

21Damage Assessment Mobile App Objectives

• Event recording, tracking, routing
• Standardize data set (future data mining, 

reporting)
• Geocode event information
• Cell phone camera integration
• Scalable for future add-ons (non-

emergency, community data inputs)
• Beta testing



Damage Assessment Smart Phone App 22

• Automates relay and visualization of DA
• Starting with Android first, but iPhone will come, later

Works 
when cell 
network 
down 
(data (data 
caching).

We will be 
working on 
solar-
powered 
WiFi 
(CDN).



23Future Options
• Sensors

• Telemetry

• Video

• Data 
Interoperability

• Common Op. 
Picture

• Multi-Modal Data Aggregation: first pass: aircraft, satellite, 
sensors; followed up by reports on the ground (CERT); 
followed up by experts (building inspectors, P.E.s)

• Data visualization: rules based systems (AI), simulcasting 
layers to Google MyPlaces (PIO)



• Silicon Valley Resilient Network (SVRN): solar-
powered, grid-independent WiFi for first responders and ESVs; see:    
http://www.cmu.edu/silicon-valley/dmi/workshop/community-disaster-network-white-paper.pdf

Community Disaster Network
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Regional Planning & Cooperation:
• Urban Area Security Initiative (UASI)
• Santa Clara County Operational Area and neighbors
• National Guard (129th Rescue Wing)

25 Sustainability Model

Trends in Technology:
• Social Media / Crowd Sourcing

• Common Operating Picture

• Integration with CAD



Mobile Emergency Operations Center (MEOC)

Survivable networks, combined with new apps, substa ntially 
improve the resilience of our community.  PEOPLE, h owever, 

remain the key ingredient for success.26



Questions?

View upcoming events and download information:

www.paneighborhoods.org/ep
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www.paneighborhoods.org/ep


